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S6:4/ 56 6 /QD-BTTTT
Ha Noi, ngay O-F thang “F ndm 2022
QUYET PINH

Ban hanh Tiéu chi danh gia giai phap, dich vu
Trung tim giam sat diéu hanh an toan, an ninh mang (SOO)

BO TRUONG BQ THONG TIN VA TRUYEN THONG
Can cur Ludt An toan thong tin mang ngay 19 thdang 11 nam 2015;
Can cu Ludt An ninh mang ngay 12 thdng 6 nam 2018;
Céin cir Nghi dinh s6 85/2016/ND-CP ngay 01 thang 7 nam 2016 cua Chinh

phii vé béo dam an toan hé thong théng tin theo cdp do;

Can cit Nghi dinh sé 17/2017/ND-CP ngay 17 thang 02 nam 2017 cua
Chinh phu quy dinh chitc ndng, nhiém vu, quyén han va co cau té chirc ciia B
Théng tin va Truyén thong;

Can cuwr Chi thi 14/CT-TTg ngay 07 thang 6 nam 2019 cua Thi tuéng Chinh
phii vé viéc ting cieong bao dam an toan, an ninh mang nhdm cdi thién chi sé xép

hang cua Viét Nam;

Can cwr Thong tw 03/2017/TT-BTTTT ngay 24 thding 4 ndm 2017 ciua B
truéng Bé Thong tin va Truyén thong quy dinh chi tiét va hwong ddan mét so diéu
ciia Nghi dinh s6 85/2016/NP-CP ngay 01/7/2016 ciia Chinh phu vé bao dam an
toan hé thong théng tin theo cap dp;

Can cit Théng tw s6 31/2017/TT-BTTTT ngay 15 thang 11 nam 2017 cua
Bé trudng B6 Thong tin va Truyén thong vé quy dinh hoat dong giam sdt an toan
hé thong thong tin;

Cén cir Quyét dinh s6 2036/0P-BTTTT ngay 27 thang 11 nim 2019 ciia
B¢ truong Bo Thong tin va Truyén thong quy dinh chitc ning, nhiém vu, quyén

han va co cau to chitc cua Cuc An toan thong tin,

Cdn cik van bén s6 2973/BTTTT-CATTT ngay 04 thdang 9 nam 2019 cua B
* Théng tin va Truyén thong vé viéc huong dan trién khai hoat dong giam sdt an
toan thong tin trong co quan, toé chirc nha nude;

Can cir Chi thi s6 01/CT-BTTTT ngay 18 thang 01 nam 2022 cua B¢ truong
B6 Théng tin va Truyén thong vé dinh hudng phdt trién nganh Théng tin va Truyén
thong nam 2022 va giai doan 2022-2024;
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Can cir Quyét dinh s6 277/0D-BTTTT ngay 17 thing 02 ndm 2022 cia Bo
trucéng Bé Thong tin va Truyén théng ban hanh Ké hoach phat trién Nén ting
Trung tam gidm sdt diéu hanh an toan théng tin mang nam 2022;

Theo dé nghi ciia Cuc truong Cuc An toan thong tin.
QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay Tiéu chi danh gi4 giai phép,
dich vu Trung tam giam sat diéu hanh an toan, an ninh mang (SOC).

Piéu 2. Tiéu chi néu tai Piéu 1 1a co s dé thuc hién danh gia cac san phém,
dich vu SOC.

Piéu 3. Cuc An toan thong tin phéi hop cac co quan, t6 chtre, don vi lién
quan dé huéng dan, trién khai thuc hién Quyét dinh nay.

Piéu 4. Quyét dinh nay c6 hiéu luc ké tir ngay ky ban hanh.

Picu 5. Chanh Van phong, Cuc truéng Cuc An toan thong tin va Thu trudng
cac don vi c6 lién quan chiu trach nhiém thi hanh Quyét dinh nay./.

vt KT. BQ TRUONG
- Nhu biécu 5; , o
- Bo truong (dé b/c); o THU T G

- Thir truong Nguyén Huy Diing;
- Céac doanh nghiép an toan thong tin mang;
- Luu: VT, CATTT.
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Doc lap - Tu do - Hanh phuc

TIEU CHi PANH GIA
Giai phap, dich vu Trung tim giam sat diéu hanh an toan,
an ninh mang (SOC)
(Ban hanh kém theo Quyét dinh s6,{396  /OP-BTTTT ngay OF / F /2022
cua Bo Thong tin va Truyén thong)

1. Tiéu chi vé cong nghé

TT

Tiéu chi/Ngi dung danh gia

1

Tiéu chi yéu cau véi tirng thanh

Yéu cau dap ung

phan

1.1

Yéu ciu vé thanh phan co bin
Cac thanh phan co ban cua giai
phap bao gém: SIEM, NIPS, Anti-
Virus, EDR.

Toan bo cac thanh phan co ban trong
hé thong SOC phai duoc danh gia
theo Yéu cau k¥ thuat co ban do Bo
Thong tin va Truyén thong ban hanh,
bao gom:

SIEM: 1127/QDb-BTTTT ngay
30/07/2021 Yéu ciu k¥ thuét co ban
d6i v6i san pham Quan ly va phan
tich su kién an toan thong tin;

NIPS: 1591/QDb-BTTTT ngay
13/10/2021 Yéu cau k¥ thuét co ban
d6i voi san pham Phong, chéng xam
nhap 16p mang;

- Anti-Virus: 176/QD-BTTTT ngay
09/02/2022 Yéu cau k¥ thuét co ban
ddi v6i san phadm Phong, chéng ma
doc;

EDR: 764/QDb-BTTTT ngay
25/4/2022 Yéu cau k¥ thudt co ban
d6i v6i san pham Phat hién va phan
Ging su c6 an toan thong tin trén thiét
bi dau cubi.

1.2

Yéu cau vé thanh phan ning cao
Céac thanh phan nang cao cua giai
phap bao gom: WAF, SOAR,
Threat Intelligence Platform.

CAc thanh phan ning cao yéu t noi
tro1 hon cua cac giai phap SOC.
Thanh phan nang cao trong hé thong

SOC phai dugc danh gid theo Yéu




cau k¥ thuat co ban do B6 Thong tin
va Truyén thong ban hanh, bao gom:
- WAF: 1126/Qb-BTTTT ngay
30/07/2021 Yéu cau k¥ thuat co ban
d6i v6i san pham Tuong lia Gng
dung web;

- SOAR: 1907/Qb-BTTTT ngay
02/12/2021 Yéu cau k¥ thuét co ban
d6i v6i san pham Diéu phdi, tu dong
héa va phan ing an toan thong tin;

- Threat Intelligence Platform:
1517/Qb-BTTTT ngay 06/10/2021
Yéu cau k¥ thuat co ban dbi véi san
pham Nén tang tri thic méi de doa an
toan thong tin.

2 | Tiéu chi d4anh gia hiéu qua ciia hé thong hoan chinh
2.1 | Gidai phap |
2.1.1 |Hiéu qua ciia cdc thanh phan trong hé thong
Co kha nang tiép nhan log cta 04
nguon log thiét yéu (thiét bi mang
. Y 1 N (Router, Switch), thiét bi bao mat
2.1.1.1| Thu thap, xtr ly, phan tich log. (Firewall, NIDS, Endpoint server),
h¢ diéu hanh (Linux, Windows) , ing
dung (Web, Mail, DNS, DHCP).
- C6 kha nang phat hién tdn cong co
2119 Phan tich phat hién tan cong dua|ban 16p mang;
"7 7| vao phan tich luu lugng mang. - Kha nang phat hién két n6i dén may
chu diéu khién ctia ma doc.
C6 kha nang phat hién cac hanh vi bat
thuong nhu: ]
- Tép tin bi thay do6i, thém méi trén
Phan tich phat hién tdn cong duong de}n Y the; .
2.1.1.3 Endpoints. Server - Chay cac lénh nguy hiém; q
potmts, ek - Co6 cac hanh vi nhu: thay doi
Registry, tu dong khoi chay; ‘
- Ngéan chén tu trung tdm khi can
thict.
. ’ e ol .| THi thiéu c6 giai phap bao vé Web
2.1.1.4 FiL T, regh staga fRu whog op hodc tich hgp dugc véi giai phap co

ung dung.

san.




2.1.1.5

Quan ly, phan tich, canh bao.

Co hé théng phé"m mém hd tro khach
hang dam bao c6 cac thong tin: chi
tiét vé su cd, tuong quan gitta cdc su
kién, muc dg, tinh trang xu ly.

2.1.2

Chirc nang co ban SOC

2.1.2.1

Z2.1.2.2

2.1.2.3

Tuy chinh giao dién giam sat

Giii canh bao dén thanh phan thi
|3 (MAIL, SMS, APP...)

Truy xuat du heu phuc vu phan
tich tan cong.

2.1.2.4

Ngin chin tin cong

Tlch hop véi cac g1a1 phap/he
thong cung cap, chia sé thong tin
tdn cong mang

Giai phap c6 thé tiy chinh giao dién
glam sat.

Gui duoc canh bao den t01 thleu 01
thanh phan

Co thé t1uy xuét
security cua Endpoint.

log network,

Téi thidu c6 kha nang chan tn cong
theo IP.

Hé thong c6 kha 1 nang tich hop voi hé
théng Threat Intelligence hoac dé
dang tuy bién.

2.1.3 | Chirc nang ndng cao SOC
. Co he thong Threat Intelhgence tu

&d il | L ek intelligence phat trlen hodc mua cua hang thar 3.
Cung cip h(; théng, hodc tich th, hé

2.1.3.2/Vul Scan thong cua khach hang vao hé thong
quan ly tap trung.
Hé théng c6 playbook (huéng dan xur

21331SOAR ly cac tinh hudng dién hinh) dé xu ly
cac truong hop: phat hién ma doc,
hanh vi do quét.

2.2 | Kha ndng lam chu gidi phdp

2.2.1

Mirc do lam chu giai phap

- Muc do lam chu cac giai phap
thuong mai (néu cé);

- Mitic d6 lam chu céc gidi phap tu
phét trién, ma ngudn mé (néu cd).

Tu lam chu giai phap, hoac c6 kha
nang tuy bién theo yéu cau cua khach
hang.

2.2.2

Kha nang tuy chinh hé théng dap
ung yéu cau dac thu khach hang

Chimg minh dugc kha néng tuy bién
qua mot so  yéu cau cu thé.
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2.3.1

Két ndi, chia sé théng tin véi
Trung tam Gidm sat an toan khong

Tudn thu cdac quy d‘mh, Ituong d(m ve an toan tlzong tm

Két ndi va gui dir heu thuong xuyén
vé hé thong ciia Trung tam Giam sat
an toan khong gian mang quoc gia.




gian mang quéc gia theo yéu cau,
quy dinh hién hanh.

- Kha nang két ndi chia sé dix lidu;
- Chét luong dir liéu chia sé.

23.2

Tuan thi cac yéu cau bao dam an
toan hé thong thong tin theo cap
do tai cac van ban quy dinh hién

Hb so dé xuét cip do duoc phé duyét
- to1 thiéu cap do 3.

hanh.

u chi ve chat lwgng dich vy

2. Tie i
TT Tiéu chi/Ngi dung danh gia
1 Danh gla quy trmh

1.1

Quy ché quan ly SOC (quy dinh
chung bao gom quyen han, trach
nhiém cua c4 nhan, t6 chac lién
quan).

Cung cap du hd so, quyét dinh lién
quan.

1.2

Quy trinh, tai liéu lién quan dén
van hanh SOC (thiet ke, thiet lap,
van hanh, nang cap ...).

Quy trinh dam bao co du cac muc: mo
hinh, van hanh, giam sat, phbi hop xur
ly, quy trinh xtr ly su ¢d, bao cdo dinh
ky.

1.3

Danh gia mot so6 tinh huong cu thé
trong viéc xu ly cac su co an toan

~|théng tin theo quy trinh dd ban

Téi thiéu 03 tinh hudng phu hop véi
quy trinh & muc 1.2.

hanh.
2 Danh gla con n0u01
o | Dam bao sd luong nhan su van|Pam bao du sb luong nhan su ]
hanh SOC: Téng nhan su cho SOC: it nhat 12
- Nhan su truc 24/7, nguoi trong C’I(’):
- Nhén su ho tro khach hang xtr 1y |- Tier 1: c6 toi thiéu 06 ngudi trong d6
cac van de phat sinh. 02 nguoi/ca;
- Tier 2: t0i thiéu 03 nguoi;
- Tier 3: t0i thieu 02 nguoi;
- SOC Manager: 01 nguoi.
2.2 |Chéat lugng nhan su: Nhan su co ho so nang luyc dam bao yéu

- Nhéan su chuyén moén c6 ching
chi hodc ho so nang luc dap tng
yéu cau (néu co).

cau cu thé sau:

- Tier 1: T6t nghiép PH chuyén nganh
CNTT/ATTT hodc chuyén nganh gan
vol CNTT theo quy dinh; Co6 kinh




nghiém it nhit 1 nam tré lén; C6 1
trong céc ching chi CEH, S+, CSA,
CND hoac tuong duong;

- Tier 2: Tét nghiép DH chuyén nganh
CNTT/ATTT hoidc chuyén nganh gan
v6i CNTT theo quy dinh; C6 kinh
nghiém it nhit 3 nam tr& lén; C6 1
trong cac chung chi: ECIH, CHFI,
OCSP hoac tuong duong;

- Tier 3: C6 kinh nghiém it nhat 5 nim
tro 1én; Co 1 trong cac chang chi:
CHFI, CTIA, OCSP, CHFI, OSCE,
GSEC hodac tuong duong.

- SOC Manager: Co6 kinh nghiém it
nhat 5 nam tr& 1én; Co 1 trong cac
ching chi: CISA, CISSP, CISM,
CCISO hoac tuong duong.
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